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Organisation roles

PRODUCT TEAM CORE TEAM

CRYPTOGRAPHY
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Cryptography roadmap

MACHINE OPTIMISATIONS

GALOIS FIELDS

ELLIPTIC CURVES

BILINEAR PAIRINGS

CRYPTOGRAPHIC PROTOCOLS
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Cryptography roadmap
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An efficient library of Galois fields

▶ Prime fields and extension fields

▶ Extensive usage of type system

▶ Slow performance of binary fields

▶ Square roots and scalar multiplication

▶ Heavy compile-time and run-time optimisations
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An efficient library of Galois fields
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A universal library of elliptic curves

▶ Eighty elliptic curve domain parameters

▶ Elliptic curve multi-parameter type class

▶ Elliptic curve point associated type

▶ Elliptic curve point addition formulas

▶ Elliptic curve source code generator
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A universal library of elliptic curves
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A polymorphic library of bilinear pairings

▶ Pairing for BN and BLS

▶ General bilinear pairing type class

▶ General optimal ate pairing algorithm

▶ Seven elliptic curve bilinear pairings

▶ BN elliptic curve hashing function
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A polymorphic library of bilinear pairings
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Conclusion

Powerful type system in Haskell

Crucial performance optimisations in Haskell

Mathematical background behind zero-knowledge proofs

Cryptographic applications of number theory

Collaborative communication and productivity management
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